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" PREFACE

This special text provides the "roots*' for Signal Secu;ityéspecialists (Mos
05G) and traces communications security (COMSEC) from its conception in 1917 to
the 1970s. It is designed to furnish the reade} with a basic knowledge of the
beginning of COMSEC and hopes to‘instill some sense of belongiﬁg.v-lt di§puss
some problems faced by pasi COMSECers and the methods with &hich they met the
challenge. |

This is not a doctrinal or "how to" text but instead an informative text to
those persons within the s!gng] security arena and those persons who have a his-

torical curiousity about its beginning and development.
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CHAPTER I

The Early Years

World War I sSaw the emergence of radio as the primary means’
of communications by the Army. With that was the realization that
ihtercepted radio messages could be used for intelligéﬁce purposes
thus was the birth of radio intelligence. In July 1917, ;he Ra&io
Intelligence Section, General Headquarters, General Staff, Army
Expeditionary Forces, wa; established. Its function was to inter-
cept and exploit German military codes and ciphers. At the time
COMSEC was still not though of, but the following recorded incid-
ent may have lead to it. American intercept operators while sear-
ching for enemy transmissions came across an unknown station tran-
smitting an unfamiliar code. Sam?le messages were>copied and pas-
sed to the code section. After sometime, the code section was able
to identify them as being training messages sent by an American
station in Belgium. At the time, the incident was treated as some
what of a joke on the code experts. But it may have planted the
ideas of monitoring for security purposes. For in Feburary 1918,
a sub-section within the radio intelligence section was formed to

perform security monitoring.

The function of the sub-section was to copy all American



“trench codes" messages and to‘identify any and all discrepancies
made while encoding and transmitting. This was acgomplished by
the following method. Intercept operators copied the méssagés

and passed them to their "control officer". The control officer’
one who was very familiar with the trench codes, ﬁould then decode
fhe message anq identify any discrepancies. If there was a vio-
iation, a letter was sent to the unit requesting an investigati&n
and report of actions taken. Since traffic analysis, inteiligence
from message externals, traffic volume, traffic flow, and efc. was
yet unknown this was the only function of the sub-section.

By mid-year 1918, the radio intelligence functions were tran-
sferred to the Signal Corps. The Signal Corps imﬁediately increa-
sed the sub-sections functions to include the exganation of faulty
%}1 letter assignment and closer supervision of organizational
code names. Not until. the latter part of the war was it realized
that intelligence was being gained from wirelines; But once real-
ized tapping of wirelines near the front was conducted.

Immediately following World War I, the Signa! Corps organized
the code and cipher section to compile codes and eiphers that
would improve the security of our communications ;nd to formulate
a program for the maintenance of security.

World War I had taught us that 1) there was a definite need



for secure communications, 2) no matter how skillfully caﬁpiled

no code or cipher could afford complete security, and although
technically sound cryptographic systems were provided, 3) errors
made by code clerks might nullify the best efforts of the compilers
It was also learned that all cryptographic systems had to be prac-
tical. In actual combat, where speed was essential, complicated
systems could not be employed. It became evident that cryptogrﬁp—
hic systems should be just secure enough to delay the solution of
the message until such time that the information derived would be
of no value.

The solution seemed to be in training. The code and cipher
section prepared the rules for the use of codes and ciphers using
the best cryptographic techniques. Signal officers were then given
the training in the proper use of codes and ciphers, so that a few
as possible hints were given to the enemy. This training was given .
to the officers as part of a two week course of instruction at
Camp Vail, New Jersey (now Fort Monmouth).

It was also noted that during the period following the war
till sometime in the 1930s no COMSEC monitoring was planned or
conducted. Only when the Signal Intelligence Service established

was COMSEC to be born again, -



Appendix A contains extracts from a final report of the
Radio Intelligence Section, General Staff, General Headquarters,
Army Expeditionary Forces. The appendix gives more detail inform-

ation on the problem that the sub section encountered.
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CHAPTER II

Signal Intelligence Service (SIS)

The signal intelligence service (SIS) was established in the
1930s in an effort to coordinate all cryptographics activities un-
der the Signal Corps. Previously, the military intelligence div-.
ision of the War Départment was responsible for the intercept of
enemy code and cipher messages. Now the function was being assum-
ed by the Signal Corps. Later in 1934, the Adjutant General rel-
eased it responsibility of printing, storing, and handling of
cryptographic material to the Signal Corps.

The SIS was organized into 2 types of units. A base unit,
one which was assigned to the War Department, corps areas and de-
partments, general headquarters, and field armies. The second
type of units were field units, called Radio Intelligence (RI)
companies; which were assigned to activities outside of the War
Department.

It must be realized that at this time the primary function
of the SIS was communications intelligence (COMINT); and COMSEC

was just a small segment of the SIS. In fact, only the base
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units at general headquarters and field armies were given COMSEC
responsibility. The RI companies were responsible-f&r security
moniforing in cooperation Qith the basg units which they were
assigned under.

A SIS base unit at general headquarters wefe:made up of 4
sections with only 1 secfion having the additiona} duty of secur-
ity. Violations of communcations security and raéio proceduresl
were reported by the RI companies and by the base units assigned
to field armies to their base unit at general headquarters to be
studied and repor;ed. Then reports and studies were submitted to
the general headq;arters and elsewhere on request. |

SIS units at field armies included a headquarters and l-or- .-
more.RI'compaﬁiGSTOperating under its supervision. 1 section of
the unit was engaged in monitoring friendly communications for the
discovery of violations in cryptosecurity rules and regulations,
and the surveillance over important wirelines. Reports were sub-
mitted to the SIS base unit at general headquarters as well as to
the unit concerned. |

The RI company was made up of a headquarters  platoon, and 3
operational platoons. The intercept section of the headquarters
platoon was made up of 2 teams operating 4 intercept stations each.

These stations not only intercepted enemy traffic. but did COMSEC
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monitoring when required.

The first active RI unit was the 1st Provisional RI detach-
ment, organized at Fort Monmouth, New Jersey in 1933. In 1937,
the detachment was expanded and reorganized to the 1st Provisional
RI Company. The unit in both cases was an experimcnial company
used for the training énd research into radio intélligence.

The declaration of the war in Europe in 1939, Brought abouf_
the activation of 3 new RI companies. These companies were assig-
ned to the National Guard. The units along with the 1st Provisional
was to be known as the Signal Radio Intelligence (SRI) companies,
And within the headquarters platoon was now a "security monitoring
section". The companies were assigned to field armies and in 1941
participated in the Carolina, Louisiana, Arkansas, Mississippi,

i

and Texas maneuvers.

During the manuevers, the security monitoring sections moni-
tored traffic, analysis violations and'reported these to the signal
officers of the units concerned. 1In addition, such complete and
accurate reports of order of battle, personnel, troop and supply
movement, and map coordinates were compiled. When these reports
were shown to manuever commanders the unit was accused of steéaling
manuevers plans. Majority of the officers were not yet convinced

of the importance of COMSEC in the national defense effort and



ST

the state of COMSEC was pitifully bad. In fact, COMSEC once more.

began to‘receed into the background, . .
Appendix B and C depicfs the efforts in starting COMSEC.

Appendix B is the concept paper of the RI detachment and appendix

C is an extract of a report of the Mississippi manuevers.
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CHAPTER I1I

World War II

World War II;saw'great-advancements in signal intelligence
techriques. Traffic analysis and proceduralnanélysis was ﬂevelop
ed to a point where each bit of information §ould be sciencific-
ally evaluated..:;nd the backbone for securiiy mopitoring through-
out the period would remain to be the SIS. ‘

When SRI companies started to arrived in England.it became
evident that again COMSEC monitoring was to take a back seat to.
intelligence. All efforts were made to increase the SRI intell-
igence potentials;énd security missions were performed indifferently.
Monitor operators were selected from those who coﬁld not make the .
grade as an intercept operator. And the general attitude among the
personnel concerned was that their function was relatively unim-
portant. In fact, the concept of monitoring was based on the és-»
sumption that signal personnel were aware of radio security as a
counter intelligence means. Headquarters were expected tb,moni-
tor their own nets and final reports were to be sent to the Chégf,
Signal Officer in Washington. Policies and procedures in the thea-
ter would be based on those reports and on frips to units made by

SIS personnel. But.,n actuality it was quite different; radio
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procedures were in a chaotic state. There was a lack of central-
ized instruction. ' Signal officers were either to busy to give
adequate attention to their own nets or lacked the facilities to
do so. Wherever monitoring was attempted it was recieved with 2
suspicién and resentment by commanders.

'Finally, in September 1943, to restore some sort of order the
SIS ‘Radio Security Section in North Africa and the 123rd SRI Cém-
pany merged to form the Africa headquarters Monitoring Service.
This alliance was short lived for the 123rd SRI was sent to Italy
a month later; but it did accomplish in spreading the doctrine of
counter intercept to several of the larger headquarters.

The AFHQ maintained a telepﬂone monitoring service, establish-
ed at the headquarters switchboard. Line assignments came.from
the G2 and all lines were monitored. When anything suspicious was
heard, a recorder was turned on, and the rest of the conversation
recorded. A report then was typed, including the recorded conver-r
sation and the collateral information picked up by the operator
prior to turning on the recorder. The report then was turned o§er
to the G2 for action. G2 actions on these matters were rather
slow and only reasbné%l} effective for short periods of‘time;

During the same timeperiod, a new concept of monitoring was
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being established. This concept was formulated around the activa-
tion fo the Fifth Army's Signal Inforwation and Monitoring (SIAM)
Company. With the SIAM company in operations, the African head-
quarteré was able to devote all of its efforts to fixed theater
channels and higher commands.

The concept‘of SIAM operations was the first time for security
monitoring to be separated from intercept operations. Now COMSEC
was married up with information monitoring, whose purpose was to
keep Army Headquarters informed of the tactical situation and troop"
disposition in anticipation of requests for reinforcements, supplies
and tactical deployment. SIAM was developed from the British '"J"
and : PHAMTOM"™ Service. These services started in September 1942
during the battle of El1 Alamein, when a BritiSh staff officer, tun-
ed in a captured civilian radio and overheafd radiotelephone trans-
mission from tanks in the battle. The radio transmissions enable
the officer to follow the battle which he reported back to his head-
quarters. And thus was born the idea of monitoring detachment for
both security and information.

When the forces came into action in North Africa, the command-
ers became familiar with the value of the 'J'" and "PHANTOM" services
and decided that a similiar system would be desirable. This lead to

the formation of the Fifth Army's Provisional SIAM company.
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The information mission of the SIAM was to reeeive tactical
data from the G3 aﬁd encoded and transmitted messages of tactical
importance to higher headquarters. For thersecurity missions, SIAM
detachments monitored, analyzed, and reported security violations
to commanders as a function separate from information reporting.
SIAM services was developed from personnel in tﬂe signal units
under Fifth Army. Personnel and equipment from the SRI plapoonﬁ“
of the four divisions were placed under direct control of the army's
signal officer through the army's SIS officer. These units formed
the SIAM platoons at the division level. Additional personnel

enE
borrowed from the signal companies to form the 2 corps platoons

(]

.and the 1 army platoon.

During the invasion of Italy, in September 1943, the Fifth
Army's SIAM service began to monitor for security and information.
The value of the company as a provider of tactical information
began to be recognized in the drives from the Garigliano River to
link up with the Anzio beachhead, and in the drive to Rome and to
the north. The situation were so fluid that it was impossible for
the installation and maintenance of wireline communications, so
the bulk of the communications was through the radio. The SIAM

provided the divisions with early information about flank locations
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and progress of the front. SIAM information was so accurate, and
was received so much faster than through regular channels that they
were accepted as official.

In May 1944, the Fifth Army suggested table of organization
was approved by the War Department. The SIAM company was to con-
sist of a headquarfers platoon, 4 corps platoons, 8 divisional
platoons, and 4 armored platoons. 4 SIAM companies were to be formed
one in the Third Army, one in the Seventh Army, and two in the Fifth
Army. One of the major problems that faced the concept was that
of personnel. There simply\aégfﬁgt enough trained personnel avail-
able. Units had to train their own people and since tactical in-
formation required continuous 24 hour moniforihg,isecurity analysis
was often overlooked. Although, SIAM was not entirely successful,
it represented an important milestone in the development of secur-
ity monitoring. Through the combining of the security and inform-
ation missions, commanders were made to realize that monitoring
was a weapon to serve their needs.

Shortly after the organization of the SIAM companies in 1944,
the Signal Service Companies (SSC), with SIS function were organized.
The SSC operated under a two echelon concept. A company headquarters

and 2 platoon headquarters. The platoons were organized around
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the RI intercept teams. The intelligence mission;was to. great
and occupied to much time to do security monitori&g. For only
until late in the war was security monitoring pic# up by the SSC
and by that time the war was at a close. ‘

Appendix D provides some iﬁsight as to the further development

of intelligence in World War ii.



ST 214

CHAPTER IV

Army Security Agency (ASA)

The close of the war in Europe found 14 SSC #nd 10 SRI compan-
ies opérating in the European theater. The 4 SIAM were dissolved
as A.large percentage of their personnel rotated hack te the US. And
the SIS sections remained with the theater headquérters. While -in
the Far East 4 SRI companies continued to operate?in the war against
Japan,

World War II would teach us that the cryptolggic problems of
all-commands were closelyvrelated; and that the full potential of
COMINT and COMSEC activities could only be realized by placing them
under one commander. The commander would control‘and»coordinate
these activities on a world wide basis. Accordingly, all crypto-
logic functions, facilities, and personnel of the Army, except for
those which were infergral‘to the Signal communications systems,
were combined. On September 15, 1945 the Army Security Agency (ASA)
was established. COMINT and COMSEC organizations were now attached
instead of assigned to the commands they suppor;edf ASA organ;za-
tions performed security monitoring and analysis missions as requested
by supported commands, while operational control and technical di-

rection of the monitoring and analysis operations were the respon-
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sibility of the ASA.
| Security monitoring, like many other functions,‘suffered from
immediate post-war demobilization. With no real threat to our .
comnunications along with the return to peacetime operatfons, COMSEC
monitoring was again drasticially reduced. Full scale monitoring
and analysis was not to be resumed till 1946.

In 1948, when the'Army and the Air Force separated, the task
of monitoring Air Force communications was also separated. The
Air Force COMSEC monitoring was assumed by the US Air Force Sec-
urity Service.

In January 1950, a new concept was drafted. This concept was
called " ASA in Support of a Field Army". This concept gave birth
to the establishment of the Communications Reconnaissance Organi-
zation in 1951, The COMSEC mission, of the agency, in support of
a field army was to furnish the necessary facilities and supervi-
sion to insure compliance with COMSEC regulations, to distribute
and account for crypto material within the command, and to keep
the commander advised on the security of hi§ signal communications,
and of ways to improve their security. This new group organization
included COMSEC personnel and facilities to provide direct §upport

at army, corps, and divisional levels.
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The Communications Reconnaissancewc?k) groub headquartefsv,
and headquarters company performed crypf;‘material supply and
maintenance functionsifor the fiéld army, superviSed‘and'coof—
dlnated .the securlty support activities of subordlnate ASA un1ts
and prov1ded direct monltorlng and analysis serv1ces to the field

army headquarters and army troops. : 3 ‘i a

Each corps of the field army was served by a\CR,batfa1ioﬁ;“
whichiincluded one security company. The security cémpany‘s sole
function was to provide direct security monitoriAg and analy#is
~ support to the cofps‘and its subordinafe divisioﬁs. Det;chments
from the security company supported the individuél divisions.
Teams from these detachments operated in regimental and battalion
areas vwhen necessary, to insure adeduate mohitor{ng coverage.

Facilities were provided to monitor radioteiephqne,‘radio—
telgrabh, radiotelgtypewrjter, and telphone commﬁnications. The
various nets and circuits;were monitored on a ro%atihg‘basis.

Spot reports of serious violations found in monitored traﬁsmissions
‘ | Lo
were made to the supported commands, to assist tﬂem in téking im-

mediate action. Periodic communications procedural analysis re-

ports were made to assist commanders in improving the operating
|

! ‘ : :
and transmission security discipline of their signal communications

.



systems. Security traff1c analys1s reports were submltted period-
ically to keep the commanders 1nformed of the amount and klnd of

\
military information whlch could be presumed to have been exposed

to interception by the enemy And to assist them in mak1ng real-

istic appraisals of the transm1551on securlty of thelr commands.
I

And to aid them in taklng d1rect, effectlve actlon to e11m1nate

correctable weaknesses.

Encrypted traff1c was obtained from the supported commands,
to be decrypted and examlned for deviations from cryptographlc
operating 1nstructions. Violations discovered wfre reported to
assist the supported commands in maintaining higﬁlstsndards of
crypto securify.

CR detachments we;e established to provide hoh}toring and
analysis services to csmmunications and theater zone organiza-
tions. These organizations varied considerably from one com- .
mand to another, Overseas ASA organizations supervised and co-
ordinated all security?monitoring’and analysis activities of the
CR organizations in their area. They also provided direct monitor-
ing and analysis serv1ces to the senior headquarters in that com-

mand.

A redefining of ASA functions in 23 June 1955, by AR 10-122,
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resulted in the t;;nsfer to the Signal Corps the-functipn of crypto-

v
material supply and malntenancig//Kgd added add1t10nal security
responsibility to the ASA. Transmission and cryptographic secur-
ity analysis functioﬁ;performed by the headquarters of the secur-
ity company , fro@)he corps , were now being performed by the
headquarters of the CR batta11on.

Thus was the set-up of the ASA with only minor changes be1ng

made during the time period till Vletnam.
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© . COMSEC in Victnam - :

(FOUO) As early as 1959, questions arose concerning the cémmunications security
status of the US Military Assistance Advisory Group's (MAAG) communications
nets in South Vietnam. During an annual {nspection in Saigon.during 1960,

“the Army Security Agency officer discussed COMSEC with the Signal Officer, MAAG
Vietnam who in turn persuaded the Chief, MAAG to request COMSEC monitoring
assistance from ASA Pacific. As a result, late in 1960, a six-man team
arrived TDY from the 104th USASA Security Detachment in Okinawa. The team's
monitoring efforts revealed significant COMSEC weaknesées among the OS/Republic
of Vietnam radio nets supporting MAAG, and ASA Pacific atfempfed to take
supporting steps to strengthen security. »

(FOUO) Following a national policy decision in early 1961, the first contingent
of 92 USASA personnel (3d Radio Research Unit) arrived in_South Vietnam on
13 May 1961 to provide support ta the US Military Assistance Advisory Group
and to provide training to the South Vietnémese Army. Because the first
contingent of ASA pgrsonne1 did not arriye equipped to perform a COMSEC
missfon, Hq USASA Pacific tasked the 104th Detachment to establish a temporary

"team in Saigon to perform.COMSEC monitoring. From October 1961 to January
1962, a six-man team from the 104th performed a COMSEC mfssion in Saigon.

Upon their redep1oyment'fo Okinawa, the team left most of its equipment with
the 3d RRU. |

(FOUO) 1n December 1961, the 3d RRU was authorized to’provide COMSEC support
and on 1 January 1962,icreated a COMSEC Sect%hn consisting of one officer .- ~
and four eﬁ]istgd men.‘ This increased to one-officer and 17 enlisted penﬁonnei
within six months. In November, the COMSEC Section performed its first

mobile operatibn within country when it sent a two-man team to Da Nang.
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(Fouo) In early 1963, the COMSEC support entered into a second phase when a
30-man security detachment was Orggnizcd on 1 March 1963. The 101st Radio
Research Company took the placéiﬁhé COMSEC Section, 3d RRU and was organized
initially into three sections: headquarters, security monitoring, and control
and analysis. Headquarters of the 101st Company was at the site of the Joint
General Staff Compound in Saigon. Subordinate to the 3d RRU, the 101st Company
received an expanded mission reaching throughout Southeast Asia as well as
Vietnam including advisory and training support to the RVN Army.

(Fouo) By the end of }963, the Company was deploying as many as ten mobile
teams. Although mébi]e monitoring feam operations represented a major portion
of the 101st Company's COMSEC operations, various problems in fielding the
teams caused a loss of much effective monitoring time. Road transportation
was difficult even when armed convoys were not necessary, and air travel.
was hard to schedule. Increased demand brought increased resources so that
by early summer 1966, there were 63 men and 14 positions. |

(Fouo) In view of the growing commitment of the US Armed quéesvto Vietnam,

ASA" undertook a major upgrading of its organizaéion in Vietném in mid-1966.
In place of the 3d RRU, it organized the 509th RR Group, a .larger unit needed
to support a field army. The SIGSEC mission of the 509th RR Group was to
recommend COMSEC support policy through its two COMSEC représentatives from
thé'lolst Security Detachment on the staff of the J2, MACV and to mainfain
technical and opefationa] staff cognizance over subordinate COMSEC elements.

The 101st RR Company remained the primary COMSEC force within the 509th Group
(e 5
T

N —and along with the Company's elements at Pleiku, Long Binh, and Can Tho.
(FOUO) Due to the entry of major US tactical forces into Vietnam beginning

- in mid-1965, the role of the 101st RR Company was modified. ASA direct



support unié?were assigned to eééh 0% the tactical .commands tq provide
crypto]ogic support. These DSU's were attached at the Field Forcé, division,
and brigade levels and provided the tactical commanders with their own COMSEC
support. Normally, the DSU's presented their support plan to the commander
for acceptance, who in turn tasked them to fulfill it. The ng}h RR Group
through the 101st exercised technical control to insure .that the best COMSEC
know-how and support was being provided. The two major DSU's were the 303d
Battalion and the 313th Battalion which supported at the Field Force level.
In the area of COMSEC, the battalions each had an authorized two officers

and- 26 enlisted spaces, operating from three to four positions and performing
a wide scope of COMSEC analysis and advisory functions. Below the battalions

RV
were the DSU companies and detachmenﬁinghe companies each witk- 1 officer and

18 men performing COMSEC responsibilities (two to five positions)
Y . ca s
»@ikﬁ one officer and eight men (two positions). The 101st Detachment and its

and detachﬁents

platoons were deployed thrdughout the four Corps areas supporting all MACV
advisory teams, the 5th Special Forces Group, 1st Logistical Coﬁmand, and'
all non-tactical commands not covered by direct sﬁpporf units. .

(FOUO) The Vietnam SIGSEC organization remained bésica11y the same uﬂti] late
1969. Due to the personne} turbulence and the largé number of major units
to be supported in Vietnam, the 509th RR Group withdrew all SIGSEC 0perétiona1"; {'
resources from the DSU's and consolidated the resources within the 101st v
Company, which relocated from Saigon to Hq, II Field Force, Vietnam at Long
Binh, on 30 March 1970. The Company was collocated with the 303d-Battalion.
The command e]éments of the 101st Company consisted of the headquartérs,
operatfons, training, maintenance, and supply sections. The Operations

Command Platoon had a monitoring and analysis capability which was used

KN



to support units in the Saigpn area énd‘the Delta\ﬁi]itary Assistance
Command (DMAC). The platoon also provided back-up suppoft to any of the
other three platoons, each of which was responsible for prbviding support
to specific Army command and geographical area. ‘

(FOUO) The 1st Platoon, with two teams located at Phu Bai with the 8th Field
Station, provided SIGSEC support to all XXIV Corps units and other Army
commands located in I‘Corps Tactical Zone (CTZ). The 2d Platoon with its
two teams at Nha Trang was tasked to support I FFV and subordinate units
as well as all other Army units in the II CTZ. The 3d Platoon, the 1argest.
of the three p]atoons_with four assigned teams, supported II FFV and all
other Army units in III and IV CTZ. This platoon was located with Hqs-]dlst
Company at LongﬁBinh The p]atoons of the 101st Company, through liaison’
with their respect1ve maJor supported Army commands, deve]oped support .
priorities. Based on these priorities, the var1ous p]atoons organized o
support teams which rotated periodically to the various units in their
area of responsibiTity. In support of a combat divisiqn, a tybica] team
-provided c;yptofacility inSpectioné, Red/Black surveys, pub]icatibn review,
advice and assistance, and monitoring and analysis support. To provide full
support to this Djvision,'up to nine monitor positidns:coqu be used with_
the entire support mission lasting 30 days. A team consiéiéd of three officers,
one Red/Black traiﬁed'noncommissioned officer, four additional NCO's, and
28 lower ranking enlisted personnel. ' ’

(FOUO) The reorganization of SIGSEC support in Vietnam, however, took one final
phase. In accordance with the 509th RR Group OPORD 02-71, the SIGSEC resources
of the Group were reduced and reorganized during the 3d Qtr, FY 1971. The

101st Company was authorized a strength of 111 spaces effective 30 September 1971



~as opposed to its previous strength of 228. The 509th R Group General
Order Mo. 6, dated 6 Februa}y 1971, attached the 1st Platoon which consisted
_of three teams to the 8th Fie]d Station; 2d Platoon with one team to Field
Station Pleiku; and the 3d Platoon with its three teams to Field Station
Bien Hoa. Under the new organ1zat1on concept, the f1e1d station commanders
had complete command and operational control of the SIGSEC platoons, including
administrative and logistical support responsibilities. The SIGSEC Division
at Hqs 509th RR Group maintqinédlstaff supervision and technical control over
the platoons. - . ‘ | ; i
(FOUO) - Early in FY 1972, it became évident that the SIGSEC capabilities .of the
101st Company would not‘be needed in the near future with the drawdown of US
Forces. Consequént]y, the 101$t began to phase out after mid-August 1971 which
limited the capability of the 101st to providé SIGSEC. During the nine months
prior to the 101st Company's discont%nuance on 1 April 1972, the COMSEC assets
of the 101st Company were used sparing]y; Uppn.discontinuance of the 101st
Company, Hq USASA Pacific was‘assigned to pfovide COMSEC support upon request,

but in reality, none was‘furnished due to the rapid drawdown of US Forces.
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2. Goniometric service.—This service has for its object the Jocation of enemy radio stations
and their grouping 8o as to show organization limits.

Stations are established at suitable intervals along the front and charged with obtaining
bearings of all stations active during the day.

.These bearings aré tra.nsrmtted several times daily to’ Army Headqum,ers where stations
are plotted on & map. )

Lines are then drawn from each statlon to a]] others Wlth which 1t commumcabed during
the da

Soylong as each station exchanges messages with those at the next higher or next lower head-
quarters a very good idea of the enemy battle order can be obtained by a study of the - map so

repared. o

d pThe several schemes adopted by the enemy to lessen the value of this service are discussed
in paragraph A-2 of Part II.
=+ 3. Aeroplane service.—This service reaches its lnghest value in & fairly quiet sector in
trench warfare. In a very active sector it is still useful. In a war of movement it sppears
qmw uselees PR RaRae E S R

The general plan of %ork should be to prowde one or more stations to listen ‘constantly for
seroplanes and when one is heard to notify the field goniometric stations of its call. The
goniometric stations will then take simultancous bearings at regular intervals reporting them
by direct wire or radio to one of the goniometric stations designated as ‘‘control stations.” The
control station will determine the location and direction of flight of the seroplane and will notify
the Army Radio Intelligence Ofﬁcer who in tum sends a warmng to the desxgnated pursuxt
squadron of the Air Service.

In the meantime the station desgnated to hsben for aeroplanes will copy all sxgnals frans-
mitted and inform the Army Radio Intelligence Officer, whenever possible, of the enemy bat-

~ teries about to fire and the area about to be shelled. This information is passed on to the counter

battery officer or the troops about to be shelled as the case may be. . et sl

Owing to the doubtful value of this service, the small amount of work requn'ed at General . -

Headquarters, and its close’ relatmnslnp to the gomometnc semce, the gomometrxc oﬁicer is
charged with its supervision in addition to his other duties." Cov

4. Press service.—For copying official bulletins and press dispatches of varicus governments
8 ‘" press station” should be provided at the headquarters of each army and at General Head—
quarters. The messages are turned over directly to an officer designated by the Chief of G——2

ThlB section acts only as lisison between the Signal Corps and G-2, A, for this service. = @ *5% '

[

from enemy documents information in regard to signal commumcatlons in genera.l and radlo
procedure and the use of code and cipher in particular. - TET T e s e

s Lists showing conventional radio, h.ght and other mgnals, are pubhshed from tnme to tnme v
a.nd distributed to those interested. ’ SIS

Injormatxon ‘of intérest to the Signal Corps is furmshed dlrectly from t}ns office. > 'ﬂ
" 8. Recelpt and distribution of documents—Procurement and care of office eqmpmentm
Thm service receives and distributes all documents, incoming and outgomg, of the section, ‘and

irra.nges for ﬂxeprocurement of supplies' and office eqmpmenﬂ"’J LV IS A Dk '“'”k“ l"“’ St

TR Secun‘ty: semce——hstémng sfahons ——"fhls service, éhrough radm—controf' siati
estabhﬂmd by the Signal Corps, receivés copies of all radio messages transmitted by’ Amencan
stations. ~Assuming ‘them to have beeh' copied by the enemy, they are examined 16'seé what

information might have been obtairied. Faults in transmission and misusé of code aré brought .

to the attention of those concerned and an effort made to prevent. a repetition,

Ao e

5. Translation and classification of enemy documents,—This service translates and’ extracts” "

RELd
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The Signal Corps assignment of call letters to radio statxons 1s examined and any faults i in
the system liable to give information to the enemy pointed out.

Instructions for the assignment of code names to orga.mzetlons and pleces are 1ssued to
troops and the use of such code names superwsed with a view of preventing the ngmg of infor-
mation to the enemy.. ... ... : O LT LR U

Listening-station reports are exemmed Wlth & view of determining whetber or not mformatnon
has reached the enemy through indiscreet use of telephone or earth-telegraphy at the front.
Misuse of these means of communication is reported to commanders for appropriate action.

Extracts ngmg enemy mess&ges copied by listening stations are f urmshed the oode and cipher
section.

Arrangements are made for ‘‘listening in”” on trunk lmes from Corps, Army, tmd General
Headquarters for the purpose of detecting and reporting use of telephone for transmission of
~ indiscreet, trivial, or personal messages.

The security officer has representauves wpecmﬂy tramed for the work at Army, Corps,
and Division Headquarbers ,

At brigade, regimental, battalion,and company headquarters, oﬁicers are dettu]ed by organiza-
tion commanders to supervise the security service under instructions from secunty officers at
higher headquerters These officers are expected to perform their regular duties i in addmon to
supervising the security service.

8. Policy regarding preparation and use of trench codes ——-The work of prepa:atlon of codes
and ciphers is handled by the Signal Corps after consultation with this section.

' Distribution lists are furnished the_Adjutant General who has the books dlstnbubed a3
requested. T Tt TR T T l
77 9, Training of hstemng station operators.—The technical mstructlon is glven by the Slgm!l
Corps. This section gives only general instructions as o the purpose of t.lns sernoe and examines
operators es to their ability to speak the enemy’s language .

. 10. Policy as regards carrier pigeons.—The carrier-pigeon service has no oonnechon with
the work of this section. The determination of policy should be left to G-—4 and t.lns sectaon
relieved of any duty in that connection. : 7

11. Reports.—The following reports are conmdered necessary SRR :

(a) Copies of all tactical messages in code or cipher. Prepared by code sect.xon at G H Q.
Distributed as required to code officers including those of Allies and at our War Department. -

-(8) Xeys for solution of tactical codes and ciphers. Prepared by code sectlon at G H. Q
Coples to code officers and to radio intelligence officers of Armies. S
". .(c) Naval, diplomatic, and miscellaneous codes and ciphers, and keys for thelr solutaon
Prepared by code section at G.H.Q. Copies to code officers.

(d) Daily code section reports. Shows all messages deooded durmg t.he day Coples to
Chief G-2, A, to Battle Order, and to Allies. ... :..0 Z . .i.z. SRR RISt

(e) Weekly code section report. lees new methods of atta,ck of enemy messages, new
devices adopted by the enemy, and any notes of interest in regard to activity or use of particular
codes or ciphers. Also gives a brief summary of the work accomplished by the code section during
the week. Prepared by t.he oﬂicer in charge of oodes :md cxphers Copxes to Chlef G—2 A, and
to War Department, -o:lnor: :

::({f) Daily radio mbelhgenoe report.. vaes a.ny mformafnon of specml mterest m regard o -
the day’s work. Prepared by the Radio Intelligence Officer at G.H.Q. . Copy to Chief G-2, A
: * - {g) Special radio intslligence report. Gives identification of enemy units and other useful
information obtained from decoded messages. Prepared by Radio Intelligence Officer at G.H:Q.
Copies to Chief G=2, A, and those interested.: Lan fivei & TC 2220 00 ok Lils 1D 030 & 3o

70312852 - - - - - - A )
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In the fall of 1917, the adﬂce of officers of Allied armies was asked in the matter of our own_
organization. We were strongly advised to provide our own personnel and eqmpmont complebe
without reference to the Signal Corps. g 1T

As this action would cause much unnecessary duphcatxon and as the ngna.l Corps had
officers and men with technical knowledge and experience, which we could hardly hope to

duplicate, it was dec:ded to ask them to furmsh equxpment, and the men reqmred for its technical
control. 7 <= S .

L .-,

This decxsxon has been amply ]ustxﬁed by the result and no change is recommende& B

It should be pointed out, however, that the closest relations between the Signal Corps and
this section are cssential. At General Headquarters and st the headquarters of each army
there should be & Signal Corps officer with authority to act for the Chief Signal Officer to whom
this section can go directly with requests for service of any kind. It is also important that the
Radio Intelligence Officers at General and Army Headquarters be so familiar with Signal Corps
work that, while making no unressonable demands, they will take full advantage of the latest
advances ‘of science and allow no useful powers to deteriorate through lack of use. ,

13. Peace-time orgamzatlon —6ne of the greatest difficulties of this section was the ﬁndmg_
of men suitable for the work.« LT

Codee were almo§§ unkngzn }pjmfr o§n army_} The meortance of care in theu' use so -
as to maintain their secrecy and avoid giving information to the enemy was entirely unappre-
ciated. Previous to and during the St. Mihiel and Argonne-Meuse Battles, a great amount of
valuable information was furnished the enemy through carelessness of our own oﬁioers and
men in the use of code. D ma

o e i b o vy

The following indorsement wﬂl lustrate the eflort ma.de from this oﬁice to ihSure care in
the use of code. The fact that such efforts were largely unsuccessful was due to the almost total
Ygnorance of officers in the matter of code and the difficulty of exercising control through com-
manders, who had neither the time nor the special knowledge requxred for the purpose. - . .i

LI
TG

SD IND

e Le LU

Ad;utant General, A_mencan E F Sept. 17 1918 ——To Commandmg General 1st
“Army, v Tamem e T - Y T TR oAt T
1. Returned. et -' T : Lt S TV Ot
XL SR 2. Steps will be taken to learn who was raponsxble for the misuse of code, brought
AR 7 your attention in attached letter of September 7th. '
- - 3: Since the organization of the 1st Army, the 1st* Army radlo stations a.nd tele-
phone operators have furnished information of vital importance to the enemy, in regard.
s — . 10 your battle order, the organization of your divisions, the location &nd form of tmmmg :
" of divisions in reserve, the location of heavy artillery and tanks while preparing for =~ =
2" the attack, and -the date the attack was to teke place, as nearly as it could be ascer-
"~ tained by the telephone operators. Your attention has been called, by letter, to many
. cases of criminal carelessness in the use of our code and the transmission of m%sages
. in clear, or in & mixture of code and clear. Even messages entirely in code ha.ve, L
- - general, been 80 carelessly prepared that, the enemy wﬂl have no difficulty in solving: |
A the code. T - : MR SRR 2 SUR L SR
4. You are dn-ecbed to conduct a rigid mvesmgatlon in all cases of reported misusd
- of code, to take necessary steps to correct such misuse, and to bring to trial omcers'”.,-:_' o
who willfully violate existing orders and instructions printed in the code book: == oi =
o ByCommandofGenera.lPemhmg‘ ouds Hffru -

e
RS TE S R CRR S S PR S ST APV .r_.‘..f{ B -

St e wse e s - Adjutant Genera.l. ,\:f.?_' -

Lae =

Lo . ( . AN
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~ The remedy is thought to be the systematic instx:\ict.ic;:n- of our oiﬁ@ex-é in time of peace and
the placing of representatives of this section st all company_and higher headquarters in_time

of war. . A v T Lo L
---- Small tactical code books should be prepared and frequently revised and republished. .
They should actually be used by student officers at the Staff and Line Schools. . R

In the matter of radio instruments, the present tendency toward continuous wave field sets
of Jow power with sharp tuning and highly directive antenna will greatly increase the difficulties
of unauthorized interception. -

While one is forced to admit the apparent success of the directive antenns, I am convinced
that electrical disturbances in any direction must produce reaction in all other directions. Just
what form this reaction will take and how it can be detected is for the Signal Corps to find out.
Experiments along this line should be conducted at the school in connection with the instruction
in radio intelligence work. ~ - -, - Coo e e e e s

The whole radio intelligence service should be organized and used as & training school for
as many officers and men as can be supplied and should be charged with the duty of keeping
posted on the advances made by foreign governments and adapting our own organization to
conform to the latest inventions for transmitting or intercepting messages of all Kkinds. |

If this is done we can hope to enter the next war with our organization fairly well perfected
at its beginning instead of at its end. RS : 4 o

14. Army organization.—This question appears sufficiently covered in paragraph A-14 of
Part L. W G waa e

L s a et

B, PERSONNEL . +emms e s s e armeme 0

1. General Headquarters.—It is assumed that in case of operations even of a single army,
either in our own or & foreign country, there will be organized an advance or General Head-
quarters, the location of which will be more permanent than Army Headquarters. Should this
not be the case the personnel recommended for General Headquarters should be located in
Washington and work under the supervision and control of the appropriate subsections of the
General Stﬂ.ﬁ. L e e PR Qo T UL O JOUUDU S TP - L

In no case should the personnel be assigned to Army Headquarters. Their records and
equipment are too bulky and the personnel too numerous to be readily moved while the necessary .
interruptions of work due to frequent moves will injuriously affect the work of the section. : "

(a) The officer in charge chould have some knowledge of codes and ciphers and be thoroughly
{familiar with the powers and limitations of ‘the Signal Corps.- He should spend & large part of -
his time with the armies and maintain personal contact with the representatives of the Signal
Corps and other services, who assist in or profit by the work of the section. = 7o T

(b) The assistant to the officer in charge should be familiar with all phases of the work and
be ready to take full charge of the office at any time. )

(c¢) The officer in charge of code and ciphers should be familiar with all the ususl methods of
encoding and enciphering and should be capable of devising solutions applicable to any new or
special methods adopted by the enemy. On this man more than any other will depend the
successful reading of enemy messages. The most careful consideration ghould be given the
matter of his selection.

(d) Code men, officers, and clerks should know the enemy’s language. Before being sent
to the front they should be carefully examined in the code section at Washington as to their
suitability for code work. In case of doubt the applicant should be rejected. The officers in
pearticular should possess to & high degree ability of independent thought and original research.

(¢) While & knowledge of the enemy’s language is not so essential for cipher as for code men,
it is very desirable and no efforts should be spared to obtain suitable men familiar with the

AS
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in one of the messages would have made the others useless. The Aiqerichn operators are the
only ones who copied all three messages with sufficient accuracy to be useful.

On the afternoon of April 24, 8 message intercepted from the St. Mihijel Sector announced
that an attack had been postponed on account of bad weather. At 1:25 p.m. and again at 1:52
p.m., April 25, messages were received ordering batteries to be at absolute attention and announc-
ing that the barrage signal would be “BLUE.” Troops were notified and took the necessary
steps to meet the raid which took place that night. e ‘ :

© At 9:05 p.m., April 28, a message ordering an attack for 1:00 a.m. was intercepted, tele-
graphed to this office, decoded, and the troops warned. Warning reached them thirty minutes .
before actual delivery of the attack. Without a well-organized system for copying and trans-
mitting these messages this information would have been too late to be useful. It should be
noted that in this case as in others the Signal Corps operator bad no knowledge of the important
nature of the message. ) .

On June 14, 1918, a German message was intercepted stating that the enemy (French) was
preparing an attack and giving instructions for meeting it. The French were notified. We
were later informed by the French that they had planned an attack at the designated point and
that on our information that the Germans were prepared to meet it, they bad taken necessary
action. ' |

The goniometric, like the intercept service, has done excellent work. Inspite of daily changes
in call letters of enemy stations your goniometric stations have made daily location of nearly all
enemy stations. The care and accuracy shown by operators has enabled us to follow the move-
ments of enemy stations with precision and certainty. From such movements it has been
possible to get much valuable information, obtainable from no other source, in regard to enemy
intentions. o R .

One case in particular deserves notice. Just before the American attack on the St. Mihiel
Salient there were many indications that the enemy had withdrawn and the advisability of
advancing the infantry without artillery preparation was seriously considered. The final
decision to make the attack as originally planned was based on the evidence of the goniometric
service that enemy radio stations were still active in their old locations.

The aeroplane stations have done their part. By reporting the location of aeroplanes

registering for the enemy artillery they have enabled the air service to interfere with many hostile
e '
M tiToptio Lsieaing steiions have faraishied Hueh ValuGble jaloriiafion i Tegard 16 the 7
cisimy . Péchaps (5 gréstest valus of (hiese slafions, Hiowever, hus been their reports of Ameri-
can telephonie conversation.” By their_conacientious work in_reporting_ indiscrest_Ameri¢an

X | onveisation they haye doue much to fimit the information given the enemy by means of our..s” -
GWRMIEPRORES | . o el o e E '

Numerous memoranda and reports inviting attention to the work of individuals have been

furnished you. Itis not thought necessary to repeat these, but it is desired to express special
“appreciation of the work of two officers who have worked in close liaison with G-2. T

“*'14. Col. L. R. Krumm, Signal Corps, has, by his careful study of the needs of this section

and his untiring efforts to meet these needs, been of the greatest service. .

""" Maj. Robert Loghry, Signal Corps, who has had charge first of the Radio Section, First

'Army, and later of the group of armies, has, by his energy and enthusizsm, kept up the interest

.of his men and made the Radio Section of the Signal Corps a live progressive organization.

When the section was short of men and equipment he arranged with the French Armies to help.

He has maintained continuous and friendly relations with the French radio men ever since the

oorganization of the Radio Section. ; The fact that during the past year there has been no case

‘._____\‘,:.. :!,,'Zj
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of friction between the French and American services and no instance in which either has failed

to help the other when needed is due very largely to the tact and good judgment of Major Loghry.

In his relations with this section and the members of a foreign army Major Loghry’s actions

bave been a credit to himself and the service he represents. ~ :
: D. E. Norax,

Brig. Gen., Gen. Staff, A.C. of S., G-2.

The members of the Radio Intelligence Section, many of whom were selected from divi-
_sions because of their special abilities, bave seen their less-gifted companions promoted shead
“of them.  They have accepted the situation because they were informed it was for the interest
- of the service. The natural desire of young men for more active service has been restrained for
the same reason. There have been many applications for transfer to duty with troops, but
in every instance where it wes deemed desirable to retain applicant in this office, application was
voluntarily withdrawn after the situation had been explained. :

That there has been no case of lack of discipline requiring action of higher authority is due
entirely to the high sense of duty of the members of this section and their sincere effort to meet
ell requirements. - - . » -

The men of the Radio Intelligence Section have worked cheerfully and faithfully without
regard to hours and have given their Government. the very best they had of brains, energy,
and good faith. Their Govermnent is indebted to them for faithful service and I am proud
to have served as one of them. : T
-~ FraNk MoorMaN,

%232 o Lieutenant Colonel, General Staf.

e o  mam
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United States Army Trench Code.—The Trench Code now in use by ourArmy is ';'i;'x}éd'\;cti—on
based scientifically upon the actual solution of eremy Trench Codes; thus giving a practical
code, that can be used as the best means of wireless communication with absolute security, but

it is not “fool proof.” —_— . . ; S e -

Actual use of our code has shown that, after all the care of producing a scientifie, practical,
and secure code, it is used very carelessly and thoughtlessly in the field. This_abuse of the
Trench Code has in nearly all cases been due to the offenders’ lack of knowledge of the use of
code as & means of communication. Tt is, therefore, absolitely essential that before a map
uses code, he must be thoroughly familiar with all fundamental principles of code and with the
means of communication he is going to use.

While General Orders and instructions given in the code book thoroughly cover the ques-
tions regarding the proper use of our Trench Code, it has been found that & strict surveillanca
of the actual use of the code is necessary to maintain discipline and to keep our code reasonably
safe from enemy solution. - A

This surveillance of the actual messages sent by wiréless is carried out in the following P

.manner: A number of radio intercept stations are installed’ along the entire front occupied by

.

: -3

our Armies. The duty of these stations is to intercept our Trench Code only. These are
known as “Control Stations” and their sola purpose is to intercept all American messages

~which have been sent. The messages thus intercepted are sent in to the Control Officer. This

officer must be thoroughly familiar with Trench Codes. He must be able to detect all infractions
of instructions and General Orders covering the use of Code and Cipher. He must be able to

suggest the best methods for using Trench Code and be so qualified that he can criticize intel- -

ligently and thoroughly the manner in which our Trench Code is being used in the field. His
further duties are to see any weaknesses that make the present form of Trench Code vulnerable
to enemy code men, and make recommendations in this way for improvements and corrections.
In order to properly criticize and to detect any faults and weaknesses, the Control Officer must

place himself in the position of the enemy code man and study our messages from the enemy - -

viewpoint,

When messages are received by the Control Officer they are decoded and if a.n‘y‘-ﬁolatiof;; T
of General Orders or instructions are found in the manner in which a message has been encoded, ™

a letter is sent through military channels to the officer commanding the unit in which the mes-
sage originated, over the signature of the Commanding General. The officer commanding the

unit concerned is requested to make an investigation and report the action tsken in each case
to General Headquarters.

A complete record is made of the original meﬁesage_ﬂ, The individusl groups sre tocorded

alphabetically or numerically as the case may be. This recording shows the frequency of
recurring groups in the code and valuable information is thus obtained as to the deficiencies of
the code in general and how these deficiencies may be corrected.] From the statistics gathered

13

in this way it will show whether or not the proper use of the alternate code values for a single

(50) '
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word, letter, number, or phrase are being used and if nul] groups are being used in proper propor-
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Gon. One of the chief violations of instructions has been the insufficient use of null groups and
second to this is the neglect of using the code variants. ¢ *° - ' o

Prompt and strict measures are taken when a message in the clear is intercepted. Docu-
mentary evidence proves that the enemy gained valuable information concerning our order of
battle, etc., due to the carelessness in sending of clear English radio messages by operators and
officers. Whether the message is of tactical value or merely irresponsible conversation does’
not matter, the enemy can make valuable deductions in all casea, v:n =+ - W T “r

Recommendations jor the improvement of the control serrice—Due to the cessation of hostil-
ities before all plans of the security service were put into operation, the following recommenda-
tions are made on a basis of probable practicability, but have not been put into actual operation:

1. Not only should the security service be an integral part of the section which is-working
on the solution of enemy codes, but the work of compiling french todes should also be a sub-
division of that section. ' In the past, suggestions for the improvement of our code were handled -
by means of memoranda in & more or less formal manner. Closer personal liaison and dis-
cussions would be more advantageous, as would also authority vested under one head.~ = i

2. During the war, messages were encoded by officers who were attached to the various
headquarters, but whose duties were numerous besides that of encoding messages. The result
was that very few officers were sufficiently scquainted with the importance of encoding properly,
due to the fact that these officers were being continually changed, and evidently could notdevote
enough time to a thorough study of code work. .

" These difficulties could be overcome if the duty of encoding messages and having charge
of the code book were assigned to the operator of the radio station. This system was used by
the German army, and judging by our difficulties, was evidently quite successful. Stricter
discipline, due to more direct action, could thus be maintained. Since the code book would
then be continually at hand near the station, instead of in some officer’s pocket not at hand,
the sending of messages ard decoding of messages received, would be greatly facilitated.

3. The security officer should control radio sctivity by means of issuing orders as to the
number of messages to be sent by each station. Since the enemy makes deductions, based upon
our radio activity, it is necessary to regulate the activity in such a8 manner as to mislead the
enemy. Stimulated activity will ordinarily attract the enemy’s attention to that sector, as will
unusually low activity. It is therefore possible to divert his attention to & certain sector,
while active operations are undertaken in another sector. «

4. A strict surveillance of lateral linison is necessary. By the term ‘‘lateral liaison” is
meant the sending of messages between the forward stations of neighboring divisions. This
will prevent the enemy from discovering, through accurate locating of our stations, the locations
of divisional and Army boundaries. I o :

Control of telephone lines—Ixi connection with the dufies of the officet il contiol of the U. S.
Afiy Trench Code shiould b added ihat of controlling and censoring long distancs telephons
bonvérsation, known &s the “Securify Serviee™ - - T

T Pelephshe sontral sonsists of & Tstening.in'set; wistaTled i the offics of ihe contral offer,
Eﬁ%boniecbod to the msin test boa.rd;j Thiis by calling the test board operator the listening-

In set can be connected 1o any 6ne of the Jong distance lines coming through the main telephone
exohange. . b '

y §§enogmph~er’isv‘detaﬂed'§6fﬁ§f§ﬂ€l:é§§: Teport, all conversation® relating to troopmove-

¢

ments; supplies; otc=‘and ‘mny ofher information given over the telephone which may be of any
value to the enemy. ‘The stenographer is also instructed to report any conversations relating to
matters which may have been transmitted by telegraph. Matters of trivial nature are also
reported. The latter conversations are eliminated so as to free the telephone lines of unneces-
sary traffic. ' ‘

- e ewien g



X schedule is made compnsmg all the Jong-distance telephone lines; The schedule is'sq.
arranged that the listening-in set is connected to the different lines during Their busiest penods of
the day. Thisschedule can only be arranged properly after about 2 weeks of tests on the different

lines in order to learn at what hours their busiest periods occur. . o i
: Int,ercepted telephone conversations which contain any violations of telephone censomhlp are:
] copied and brought to the attention of the offender through military chonnels. . :: v e o

The following notice is given on the first page of the telephone directory. :

Iinportand nofice.—Before using the telephone make yourself thoroughly fa.mlha.r Wlth
G. O. No. 10 (1817), and G, O. No. 146 (1918) these headquarters. .. I PR

Your conversation 18 very likely to be overheard by the enemy “Secret Servme” and our
own, “Security Service;” Both of these organizations are continuously on duty. The first is
lookmg for any scrap of information as to organization, plans, movements, etc., of Allied troops,
and any other information of value to their own government. The second will, m addition, report
use of long-distance lines for unimportant or unnecessary conversations. Remembar that long:
distance lines are seriously overloaded:- The building up of telephone circuits for some trivial,

purpose takes time and delays the trapsaction of important busmess. LoeeT e _"j”--._;‘ T
V- By command of General Persb.mg T T e d
T iibiene et L 3 J_mnsW McAmnxw, s
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! . Ad]ufanl G’GMTGI I ’ - . - 3 L Tor. B
After the above means of preventxon becamﬂ thorough]y understood the wol&tmns wera
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APPENDIX B
Frovi{eicaal Erndio Intellironce Detachrment

Fort lonmcath e J.

INMALIAE e -
e ZUR R

Dctober 15, 1334

SutJeet 1 The pesce tima development of the Signal Intellizance Servico

To t Lt, Col, 8. L. Yan Deagen, Recordar Sigral Corps Bezrd Zort Lon caath
Kes Jergey,

l. In cozplience wiﬁﬁhyour vorbal reguest that I cobhmit oy thourhtsa
on Signal Corps Board Case EKo. 230 og,the abova gubject, ths following rer=rig
are hereby tendered:,

P
T e PR *"/

a. Persor¥
(1) Compoeition of detachrments,.
G'H'Q° Détachmant-
1, Cfficar in charge (gradunte of Cryptozrephic School 0.C.5.0.)
1. Sorply cleri.
ln DOt&ChDGnt Clcrk. -
1. Radio electrician,

Intercept section. “
1, Chief opergtor,
6. Cperators, intercept.
2. Cperstors, com. nsescurity,
2. Operators, recopyists (tspe, record, manusl)

Gonlomstric sectiom.
1 Chief operator,
1. Plotter end statisticisn,
1. Telsphcne elactriclen,
6. Gonlonatric operatore, . .
3. ¥en ofr truck trans=itter, (2 cperators 1 utility,)

Code and Cypher solution saction,
2. Civilian cryptannlists (1 to act as asst, to 0.1.C.)
10, Cryptographic Clerks,

Total, 1 officer, 2 Civilians, 26 Enlicted men,

Tae detachmants to be establighed in the Philipine and Haralien Departmants
should be esséntinlly the snme a3 the G+EeQe unit due to their 1soletion,

The Fighth and Ninth Corps Area detachments ghould be staller, cutting out
almost entirely the code and cipher solution sections. 2 eryptographic clerks
would be sufficlent, and their tims spent on preparing mescazes in the form reguired
by thq Bzshington or G.HeQ. Ccda and Cipher Solution Secticnz,

Technical end tactical control of thege detachments should be dirsct from the
office of the Chief Signal Officer in ¥oshington through_tha Corps Area and Depart-

PHCLASS it
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rent Signal officos corcerncée

<~ There remzins the ndvieec¥ility of estadlishirz a eom2ll fecret ok laborztcry
‘a8 part of the GeHeie Inili~ine and Ezwalinn detachzentes If <2, an addition2l
civilian chenist thould be edded.

" mhe civilinns mentioned should all be trained in the office of the Chief Siznal
Officor and should be reserve offlicerce

(2) Zralning to be given this personnel

The officer in charge end the civilipns of these detzchmentea thould be trained
in Teshinston, 28 well as at least balf of the enlisted men in the code end cipher
golution sections.

it least half the radio operatcrs shomld be first class cperators snd the
reraining operators chould be the equibalent of cecond class comoercial operatcers
21l trained for touch typicg.

The intercept section should work on a 24 hours baels, cherting the entire
radio spectrurm, and copying all forelgn goverrnzont mescages, elther marnally or
on high tpeed rocorders. Tncy chcald be traiped in the Leepling of nacessary
recerds snd recognizing and copyirg the kind of cateriel reguired, and in reading
tape signals.

This catorinl 1is then turrced over to the Code arnd Cipher solution secticn for
training in solution, It is very essential that there be reprecented in this
gection a specialist in each langnage most often anccuntered,

The goniometric section works on specific rbsclons ascigned to 1t by the -
officer in charge. It is trained in the nee of 21i types of direction finders
available, the plotting and the keeping of detailed records on a2ll stations
within the frequency ranges of the cets, the location and cxlibration of directien
finders positions, the variatlons in daytime, nighttime and seasonal bearings on
the sace stations. :

- A b S ayeire STt

g P e e g e ___,__(‘.w 5 T ey g s T
He commnitation security nnit s cade a part of the, intercept station and]
Aty t2o’ cperators concéntrate on dozestie rstions and thS stellons of cur ovaj
;gcvermigntd nd S ST i b bRttt S s e et —‘."‘
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b. Equipment;

(1) The main items of equipment that shonld bs provided these datachments
are as followsl .

1, Tjuiprent) Intercept ®quipmeat, radio, recording, high cpeed, U.S.Ae Specs
17146 (Snis is the present type of tape recorder) It consists essentially of 2
short wave receivers type BC.158, 2 long wave roceivers type BC 159, 2 ink recorders
type BC 161, B tape pullers type UC-110, and neccessary batteries and charging '
equipment, In order to moderniszs this eguipzent and dring it to the most efficlent
point the following changes are necescaryi Eliminate the 3 BC-158 znd 1 BC-1£9
rocelvers end add 4 Eatlional Roceivers comsercial type ASS-X; eubstitute 2 ink
recorders ccrmercial type 4-0, onde by E.O. Bochms Co, Ince FHeYs in plece of the
present typee.
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(3)

2 Imirments, usessge recordinrs erd reproduclng, VUSA Spoc~171-46 (Dictayhone
type olrcady in usa,) : '
" 2 Tepe pullers, typae LC*110{in addition to adbeva)

1- Cloc}: 8‘ hUur di:lla

4. Typerriters, telegrgnh, underwoocd.

1, Typesriter office Undsrwood,

l. cSot Berne Burcnu publications. ;

1, Bet charts end maps of tha world,

1. Frequency mater sot. type SC2. 155, |

Pirectlon Minding Tsuipront X
5S¢ Ezdio receivers and trans=ittsrs type 'SCR-1634, for razdio cozuricaticn

between direction finder ‘Btaticns, cortrol pcint and target, "
1, Fadio Tranexitter of each type availsble to cover the radlo cpectrus frea

100-15000 Kec., and capcble of being transported on a truck and set ap at freguent
intervals. ‘ :

4eDirection finders, type SCR~205 (or type SCR 172 with sdditional leeps end
tuners to cover the band 50-12000 Xeo).

1. Ualvercal Trafting Machine, mid sachor typa.
1. Chest, cocbinaticn, drafting, MH.1S22.
6. Telephones, gpecizl ( expericantel models only, exict at precent)
6; Telephonas, type EE-5,
1, Svitchboard type BD—II,
6. Trensmitters, operatore, w.e. $234 -BY
l, Transit, enginsers A .
1. Pole, ranging, 6 ft, 2 sectiona, matel, with cas;.
1. Teps steel, 100 ft, |
11, Arrows, steel, 10,
1. Cart reel type RL-16,
10, ¥ile s of wire, type W-110,
1. Climbers, Tquipment type T2- 21,
Code and Cirher Solution Equipnent,
10.Devices, Cryptanalytiec,

2 Typevriters, Tndervcod telegrarhiec,
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(4) ‘ |

= 1. Typevriters, Underxocod, Office. | ! .
l. Library conslsting of necessary boaks on Cryptcgranh Cryptanalycias,

‘Com:ﬁrcizﬂ. Code Bookse,
Sapply of dlank formse
Eupply of Scripto pencils with leads of zesorted colorss

Gezerel Iquipment.

1. tool sat, type TE-ll.
1, Test set, type I-56.
1, Typevriter Underwood, office. , ‘
Eecessary spare tubec, headsets, eguipma2nt for storage battery eaintenzrze,
14, %atches, uriste

(2) Research ard developzent,

(2) The special: telephons ussd with direction finders chould be developed

further vhich allows the  sams headset to be uzod for hearing redio signerl end
telephons signals, and allowing the radio signsl to be_cut in on the lina.

(b) A light trailer should be dsveloped thich would be capsble of allowirg
a direction finder to be mounted permenantly ‘kerein, and large erough to ellow
room for 2 operatorse It should be light enough far the 2 mer to move it easily 2ad
hence shonld be made of wood and zluminum, The latter wonld also prevent ualus
regnotic deflectione

(¢) An sutoratic device vhich would stert a reccrding unit for any given
cocbination of dots and dashes.

(4) The purchase and teat of new rmltiplex recordsrs nov in use by the BCA,
(3) Items of Transportation nacesssry:

4, Trucks cargo 13 ton. (or 2 trucks end 3 trailers of a type to be dsvelcpeds)

liark Ehoads
1st Iieut Signal Corps
Comzmnding
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Hissisﬁ.}}pﬁrmrk&&ver Aug. 193¢ T
llo’.03 on tho Activity of tho Rdio Intollipcace Dothcizent

ko vork of rcdio intclligenco unita should bo dicensaed under
throa sojarate headings, ,
l. Intercopiion of eney traffio
2. Uonitoring of fricndly traffic
3¢ Rodiogoniomotry

l. Intercoption of caczy treffice DBecnuse this f3 tha most
ioportant phasa of ™dijo intoelligenco, tha two ocia vhich wro aviile
cbls to tho RID vsro Yopd comtinmally on ouch acuivity oxcoapt for a
rericd of not quito two days, during thich tiry ors of ths ccts tmg
eaployod in ronitoring car om traffice Tho totn ity of mtorinl
intorcepfcd was 37 moscages of chich 23 were in ccdes OFf tho rexiine
irz 14, severel wero garvice zescages relating to rrocodoroe Thero

- 18 pocd roascn to beliove that thia repreoonta  a feirly largo jcre
tion of the totel emount of rmtorial transmittcd, Futhermero, it
indicatos very plainly that in a rajor ection over o vide fromt tiiero-
in wo would sot up sevaral imercopt stations, ihore would be obtninel
a sufficicicy of matoriql 4o ro:Tit tha cryptamlytic corvico to

bro .k domm the coda end rezd the 1eZy'o csiminic-tions,.

2o lonitoring of fricnily fraffied During ths chost peciod

given to monitoring our oo ‘sarvices (oo oot lictening in for not .
quite tvo d.ys) there woro intercortod 17 nessages of vhich only cna ”
s in codas The concidornbZa incrense 4n tho eamovt of interinl obe
tained i3 lorgely duas %o tho fact that the orerating frojuoncies cers
¥nom beforehand, Howaver, it tas obvious that entirsly too mny
neossxges wore being esnt in olsar, Indecd, soma of thoss clo.r nose
cages wore of tactical importancs. YThen thig informtion wns cone
voyed, throuzh channcls, to the higher coxxmnd, §t brought cbout a
considoradbls improvaresnt in our radlo procsiure of sufficiecnt $mporte
ance in itself to Justify the existence of tha RIDe

3. Rediogononstrye Tho results obtained in thie direction ware
dicappointing, Howover, $4 has loag boen knowm that radio direction
finding i8 of valus only as a chock on informtion otheruiso obtninci
Lorgovar, it is out of plesca in any highly nobile coodat, such as that
in hich ws wore engagod. Satisfactcory results in r~diogonionciry

dernd a fized installntion over a vary long baca ling, noithcr of
vhich wis available to ud,

It might be observed in conclusion that the findings of tha NID
vould indicate a need for rore intensive traoining of r=dio personngl,
espocinlly as rogards procadura, Tha redio operntors vho sorved tho Dive
are not formilinr with ot-ndard radio procodure and loso considorablo tims
in sending long sentoncos vhich can be replaced by a 3 chaructor synbol,
Another finding to be strossecd fs that staff officera do not givo suffi-
cicat attontica to tho wording of their nossages. Tha mEISALO3 are
froquently $00 verbosa crd cra be eut dowm ns ruch s 1/3 without ary
lozs of menring, This faillura introduces a tine losg that D2y preve
significant in perfods of congiderndle radio activitye
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For Official Use Only

The

Fellers Incident

How slight and uwnimpressive are often the initial causes which lezd to great

changes in the course of events!

Eow our picture of great men varies according

to what we know about them 2nd *he point of view from which we regard them! How
‘easily the fame of great generals grows pale when we know the secret of their

. successes!

Any history of World War II wili
doubtless mention one name on the Ger-
man side with particular respect:.-
Rommel! This neme has become a symbol
of- Cerman generalship. In the deserts
of North Africe he and his men won
estonishing victories and boldly chas-
ed the British to the gates of Alexan-
dria. Actually he wvanted to chase
them further: out of Alexnndria,
across the Nile and across the Suez
Cenal. But suddenly his victorious
march stopped. At El Alamein, almost
within sight of Alexandris, it was
suddenly ell over.

What had happened? What was the se-
cret of his unexampled victories, and

{Author's corment)

vhat was the secret of their sudden
cessation? There is no question but
that in Rommel's cese we are dealing
with & man of great energy and distin-
guished military cepacity. It would
have been hard to find a better gener-
al in 1941 when it became a question
of stopping Wevell in Africa. In the
fell of 1940 the Itelians had crossed
the Egyptian frontier and advanced to
Marsa Matruk but had been forced ‘to
halt and had gone over to a wer of po-
sition. On 9 December 1940 General
Wavell started his offensive egainst
the Ttalians and by mid-March 1941 haga
thrown them back to the border of Tri-
politania, A

Translated by Dr. Ray W. Pettengill from
original fierman manuscript by Wilheim F. Flicke
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Heamviilie the Cermons decided to
nelp ths Itzliens. Tae Gennan "Africa
Corps" waz forme2 and transported to
Tripclitanie 2n2 General Rormel assum-
ed commnand over ell German and Italian
forces in Italien Korth Africa.

Rormel went to work with great ener-
&y. Ga &b Mzreh 1941 with his Africa
Corps and some fresh Italian divisions
he altacized the British, who were
weakened by tnree months of combat and
an oxtremely lons supply line, and
vwithin 13 deys <rove ihem ous of Cyre-
nnica. Hlcowever, approximately on the
line Ssllun-Diarebub the operation
ceme 1o & siendstill and from early
April 1041 on the front wes renerally
caln. lNothing nuleworthy occurred.

At leacst, ndihing ocutwardly note-
worthy. In reality, somethinz was be-
ing vrepared quietly whiiich belongs a-
mons the nost interesting chapters ir
the histery of this wer.

b ceriain Fellers, wihose militery
ranli I do not recell and whom I shall
therefore czll by name only, wes sta-
ticned in Ceirc as United States Mili-
taxy ettache. Ziperience hes shown
toat vhen narny people zuddenly display
a lively interest in 2 new Tield of
endeavor they werely cause mischief.
Fellers had come toe Joirc; the signi-
ficance of the licrih African Theater
had beern siressel ty Hommel's actions,
and the erntire licor East seemed chout
to become the focal point of the wer.
For an embitious young man thet scened
to be just the right post. 3So Fellers
decided¢ to act. But how can & mili-
tary atliache £2t? He writes rercrts.
ind how arce these reports conveved
nowadays? Dy radio. .

So Fellers set to end sent cne rad-
iozram after snother to ¥achington.
Reports on the pelitical situation and
sbove &ll else, reports cn everything
cornected with military preparations
znd operations. Ticy were encirvhered,
of course, but the Ceeth of any cryni-
ogremiic system is found in its fre-
quent use. All Fellers' radic rans
were intercepted by the Genrans. They

Da

" they had.

bere the address "milid wesh" or "ag-
war wash" and hepce were casily reces-
nized. By early July the cystem had
been soived in esscnce and paris of
the nessazes could be read. They
proved to be a mine of important in-
foroation. Fellers reported to the
Var Derartment in VWashington regeording
the reenfcrcement of British forces in
Vestern Egypt, regarding their equip-
ment with modern arms, regarding eech
transport of war materiel that errived
and regerdinz the withdrawal of the
Australian Hinth Division from Tobrulk,
its replecement by Britich end Polish
units, erd regarding preparsations for
zn olfensive with the aim ¢f encircl-
ing and annihilating the Axis troops.

All these reports were passed curr-
ently tc General Rommel who was able
to plan correspondingly. The reports

“were nou complete, to be sure, for the

cryptographic system had not been
sclved in its entirety, but they were
adecuate to Leep Rommel posted. KHence
it was no surprise to him when in the
srey dewn of 18 Hovenber 1841 the

ritish offensive under General Sir
flan Cumingham broke loose alcng the
entire front. Rowmeel had made good
breparations and was able to hold his
{ront for & time. BHe could not pre-
vent the British from maling 2 break
south of Sidi Cmar and thus throwing
the southern pexrt of the Axis front
off talence.

He vas =2ble to send sn Italian ar-
mored division which met the British
thrust at Sidi Rezegh and Bir el Gobi.

On 19 lioveriber the British took Sidi
Rezegh and on the same day Churchill
proclaimed the Impending destruction
of the fxis troops in North Africa,
Both sides brought up all the iroops
Slowly but surely the Brit-
ish drew & ring eround the Axis divi-
sions. Levertheless, despite 211 tec-
tical successes, it seemed that the
first onrush of the British had not
achieved decisive results. Wherever
the British started an acticn, Romel
immediately sent forces to oppose

13



them. He even sent a columm behind
the British in tbe direction of Balfa-
ya and dbroke their connections. Be
elwvays did the right thing at the
right time., Small wonder, for in each
Phase of the battle he knew the group-
ing and the intentions of the enewy,

Fellers wasg sending one telegram
after another to Washington. He fair-
1y outdid hixself in hig reporting.

Be ranged all over the battle area,
sowr and heard everything, knew all
DPreparations, every intention, every
zovenent of the British forces and
transmitted it all to the United
States. The German intercept station
Proamptly copied hig message, sent it
by teletype to Berlin where 1t was de-
ciphered and sent by the gpeediest
possible route to Rommel.
only e few hours. By novw the system
had been completely solved.

The British were mich surprised.
Preparations for the offensive had
been 8o thorough that the destruction
of the Axis troops in the very first
phase had been considered certain.
Something did not cliek. General
Auchinleck, Com=nder-in-Chief in the
Eear East and Wavell'sg successor, flew
from Caeiro to Cunningham's neadgquar-
ters and on 26 Hovember relieved him
of his post. A young general of ki
years, General Ritchie, was appointed
commander of the Britisgh Eighth Army.

The Battle of Sid{ Rezegh continued.
Rormel was trying to break the British
ring both from within and from with-
out. The garrison of Halfaya Pass
maintained its position and forced the
British to trensport their supplies
across the desert. On 6 December Rom-
b2l began regrouping his forces, Be
bhnd recognized a weak point in the
British encirclement end on 8 December
he pushed toward the west, disengaging
hig troops without being detected.
Before the britisa recovered from
their surprise he had escaped. On 11
December Churchill stated in the Lovwer
House that the Libyian Campaign had
not gone as expected.
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In the days that followed, the Brit-
ish occupled several tovns and captur-
ed scme 25,000 men. Mearmdhile Rorzne
bhad established his units near E1 Ag-
beila and received dependable inforua-
tion regarding his opponent (Pellers
had seen to that). o0n 21 Jannary he
advanced 16 lon into the British lipe
with three armorad colums, “The Brit-
ish were taken by suarprise and had to
reireat. o the 27th Rommel was north
and northeast of Maus. op that day
Caurchill declared "We are facing a
very bold and clever foe, and I may
well say - a great general!™

On the 29th Benghasi wag taken.
Rormel was promoted to Colonel Gener.
al. Om 10 February operations came to
2 stendstill 100 lom west of Tobruk.
Romnel was not strong enough to break
through the new defensive front of hig
opponent. Moreover, Fellers had fall-
ed him; he had lost contast and had to
get oriented anzv. That took a cer-
tain emount of time., T{1 then he
could supply no useful information.
Rozpel waited for reports; they did
not come. -

A pause in the Tighting ensued.
Rommel received reenforcement and sup-
DPlies. For the gecond time OKW turned
its glance tovard the Near East. Ronm-
22l was to be made so strong that he
could drive to the Suez Canal - Yes,
he was to go beyond Jerusalem and Da-
Dascus and upset Northerm Arabia and

Iraq.

The Gerwan offensive from Southern
Russia was to roll over the Caucasus,
over northern Persia., Xear Bagded or
Hosul the two armies were to meet.

The days of British predominance in
the Bear Esst eppeared to be ounbered;
the great British lifeline through the
Mediterransan and Red Sea was to be
cut. Once the oilfields of the Cauca-
sus and Irag vere in German hands, the
hour of final victory would be at
hand. #

A gigantic plan. And it appeared
capable of execution. ORW already was
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issuing dozens of orientation pexph-
lets for the troops. On Iran, Irag,
on Syria end the Arabian peninsula, on
Trans-Jordasn and Palestine, yes, even
on Afghanistan and India. Perbhaps the
day wes not far eway when the Germans
could shake hands with their Japenese
allies. The brigade "Free Indias" was
set up and trained. Compared with
this operation, the campaign of Alex-
ander the Great would some day appear
vary modest.

How there was excellent information
once more regarding the situation in
North Africa. Fellers had found his
speech egain; he wrote until his fin-
gers were sore. He radioed everything
he could disoover. The German opera-
tors were listening. Again and egain
nessages to "milid wash” and "agwar
wash™ were received. Twd> great sta-
tions had both been copying these
messezes since the beginning of the
year in order that none should be
missed and their intercepts were
transmitted as "urgent"” by direct wire

" to Berlin.

I should like to i1llustrate the pre-
cision with which the Germans wvere
working. The British had carefully
planned and prepared an action against
Rocrmelts airfields. Tohey meant to
drop parachutists during the night who
would destroy everything by means of
the explosives they took along. The
action bad been so carefully planned
that it could not have failed its ob-
Jective. Fellers, radient with joy,
radioed this to Washington. The mes-
sege ves sent about 8 a.m. by the sta-
tion in Cairo; was received in Lauf
immediately and transmitted to Berlin.
At 9 a.m. it wvas on the cryptasnalyst's
desk; at 10 a.m., it was deciphered; at
10:30 a.m. it was in the Fuhrer's
Beadquarters; end an hour later Rorrmel
had {t. Be had & dsy to warn his air-
fields. The British project was exe-
cuted shortly after midnight. The
perachutists got a varm reception; the
action miscarried. Only one airfield
disregarded the warning -~ here the
British met with success.

D
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lov Romnel kaew precisely how mat- -
ters stood on the-British side: their
supplies and equipn=nt, thz2ir strength
and their plans., February, March, and
April passed quietly. Both sides were
bringing in reenforcements, After the
middle of May the British began to
spot extensive Genman movemants and
counted on an offensive in the near
future, )

0o 26 ley Rommel's femous offensive
broke loose. Be edvanced in two col-
ums, employing seven divisions. A
battle developed at Acroma and ad-
vance troops pressed forward to Sidd
Rezegh. But 1t soon appesred that
Romuel's frontel attack vas a ruse to
divert attention from the southemm
sector of the front. German tsnks
broke through at Bir BEskin and heavy
tank battles raged for derys near Acro-
ma, Approximately 1,000 tenks and
2,000 to 2,500 motorized guns wvere en-
gaged on the twvo sides. Beat and sand
storms made a hell of the battlefield.

On 10 June Bir Hakim, the key to the
British defense system, was taken.
General Ritchie now adopted & line of
resistance consisting of individual
hedgehog positions. But the axis
troops drove through in three colwmns.
Sidi Rezegh was taken and on the 19th
the Egyptian frontier was reached.

The next day Tobruk was encircled and
on the 21st 1t was taken, along with
25,000 prisoners. This had been a
bold masterstroke.

On 25 June 1942 Rommel had occupied
Sollum, the Halfgya Pass and §idi Omar
end vas in front of Sidi Barani. .
Fellers was still radioing his reports
and Romrel was recelving precise in-
formation every bour, while his oppo-
nent had only such information as
could be picked up at the imnediate
front. The British were amsazed; Rom-
mel seemed to have "sescond sight.” No
matter what the British undertook Rom-
mel always intervened as if the Brit-
ish High Compand had been keeping him
posted.
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On 27 June Geperal Ritchie vas re-
= Yieved as comzmnder of the Eighth Ar-
my; Auchinleck assumed comrzand in
peraon.

Quickly the British retreated to
Marsa Matruk. XBere were the fortifi-
cations Wavell had laid out when

razianil vas at the Gates of Egypt.
Row Rommel was at the Getes of Egypt.
In less than four weeks he had chased
the British out of all Cyrenaica.
Their only hope lay in the Kattara de-
pression between Marse Matruk end
Alexandria which stretches sixty kilo-
meters inlend from the coest. This is
an area of nothing but sand and great
blocks of rock, unparalleled heat and
absolute lack of water. Tne British
were resolved to hold the rectangle
Alexandria - Port Said - Suez - Cailro.
Would they succeed? They were deter-
mined to hold Singapore, but had lost
it. They had been determined to hold
the Balkans, but had to withdraw.
They were afraid of German psrachut-
ists. On 1 July Romxrel vas near El
Alemein. The threat to Alexandria hsed
became irmediate. British domination
in the Rear Eest was threatened.

Then the miracle occurred. HNo, it
was no miracle; it was a tragicomedy.
It ves so comical, so idiotically fun-
ny, that it had the effect of a pass-
age from a dime novel. Or it wes like
a bad joke.

It was Saturday, 27 June 1942. T
bad turned on the broadcast of the
Deutschlandsender and wes listening
tovard 6 p.m. to the announcement of a
radlo dreme. "We are offering a drama
with scenes from the British or Ameri-
can information bureau,” the announcer
said. "Well, this 1s going to be
good," I thought, but left the appara-
tus tuned in while I occupied myself
with some work. Suddenly I pricked up
my ears; the drema had as its subject
"Events in North Africa" and political
and military matters were involved.
One of the characters represented the
American militery attache in Cairo,
apd now there followed a discussion of
his extensive supply of information
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end the vay he sent it on to Weshing-
ton.

I was speechless. To think that the
German brosdcast was putting on some-
thing that countless people were try-
ing to censor! The drama wes genuine.
It was only too well played. But how
414 these people get the information?

Cn 29 June, 36 hours after this rad-
io drama, the me=ssages from Fellers to
Washington suddenly ceased. The Ger-
man intercept operators tried their
best; they listened end seerched - in
vain. No further "mil4id" message and
no "egvar" message was ever heard.
Wnen messages began to flow again, the
kmericans bed chenged their system and
vere using a machine which defied all
our efforts at solution.

While the new German offensive swept
forward in southern Russia and the
world waited the outcome with bated .
breath, Rommel remained without infor-
mation. Tke British regrouped their
forces; he knew nothing about 1it.
They introduced nev units - this re-
mained hidden frcm Rommel., Yew weap-
ons were unloaded in Alexsndris and
Port Seid; Rommel did not find out
about it. Eenceforth no messages
signed "Fellers" gave information re-

- garding the enemy. The great genersal

now had to rely upon himself and his
reconnaissance at the front.

On 3 July Rommel tried a strong
thrust to the south. It failed., The
next day, using all available troops,
he tried a major attack near El Ala-
mein. After heavy fighting end ini-
tial successes Rommel had to withdrew.
Since 26 May tbe British Eighth Army
bad lcet 75,000 men, plus 1100 tenks
apd 450 planes. It was in bed shape,
but now it held. Auchinleck wes now
personally conducting operesticns in
the front line. Eoth sides dug in.
Botkh sides brought up reenforcements,
Americen tank ferces arrived in Egypt
and were given intensive fipel train-
ing. KRew contingents sxrived from
Itely. German troops were brought in
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from Crete. Alexandria was attacked
by Gerren ;. enes. Decisions of grest
bistcrical wment seemed to be inpend-
ing. All eyes vwere fixed on Rozmel.
Mussolind betcok himself to the Egypt-
isn front in order to be present at
the entry inte Cairo. Rommel vas ap-
pointed General Field Mershel. ZPut
Rormel no longer hed any relisble re-
ports concerning the enexty.

Churchill Jjourneyed to Moscow and
had a long conversation witk Stalin.
Cerman troops stood before Stelingrad
and at the foothills of the Caucasus.
Everything seemed to portend a climax
to military operstions in the Fear
Fast. Ca his wey back from Moscow,
Cburchill wisited Cairo. Lieutenant
General Montgomery was appointed Com-
mander in Chief of the British Eigbth
Army; Cenersl Alexsnder wes pamed suc-
cessor to Auchinleck.

For the secopd time during the wer
the Near Eest became the center of in-
trigue. There ves great tension
throughout the Moslem world. In the
bazsars and in the ocases of the desert
Moharmedans gethered and discussed the
question of their future in connection
with the war. The Grand Mufti of
Jerusalem issued over the broadcasting
station at Barl a flaming appeal to
the Moslem world and to the population
of India to rise sgainst Great Britain
snd its allies. The Jewish population
vas torn between fear of an Arsb re-
volt and the approaech of the wer.
KRaticpelist elements in Egypt tried to
mix water with the gasoline in British
tanks and to strev sand in the motors.

Put the Allies were not idle. In
June 20,000 Americans landed 1n Basra.
Rev equipcment factories in the EHear
East began lerge scele production. In
August another 50,000 men landed in
Iraq. The British Kinth Arsy was in
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Syries snd Palegstine. In Iraq &nd Iran
was the Army Oroup of Gererel Foitlend
Wilson, formerly of tbe Rintb Ammy.
Ary Group Wavel was in India. Eight
Russian Divisions bad been brought to
Iran and three Polish divisions were
there also. 7Tbe Rear Fast wes prepear-
ing for tbe struggle. Tben, ebout
mid-Angust 1642, the Germen coffensive
in Russia began to bog down. In those
days Roezmel might well have been
thinking "a kingdom for one good Fell-
ers message.” But this scurce of in-
formation bad dried up. FPormel decid-
ed to attack without Fellers' aid. In
the morning hours of 21 August he ad-
venced ogainst the soutbern flank of
the Eritish position at El Alsmein but
jzmediately encountered strong resis-
tence. FPe threw in his last tanks and
bad 8ll aveileble trucks drive earound
in tbhe rear *to kick up a dust end give
the impression that e strong tenk
force vas advuncing. But even this
trick did not work.

There was hand-to-hand fighting and
efter two dsys Rommel had to retresat.
Ee had 12 divisions and at lesst 600
tenks, but he missed the Fellers tele-
grems. Rormel's operations caxe to a
standstill, as did those before Stal-
ingrad epd in the Caucesus. The dream
of & campaign through Asia Minor had
come to an end. Mussolini returnoed to
Ttaly. The period of Rormel's grest
victories was over.

Cn L November the British begen a
smashing offensive agaipst the Axis
front. On 8 November the front had
been broken, the Africa Corps wes
beaten, and the Italians were cut coff.
Rormel's grest retreat began; bis ster
bed set. On that seme day, the Ameri-
cans and the British landed in Algeria
and Morocco. The Second Front had
come into being over night.
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